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Henonssosanue «iuparcxoron TPOrpaMmMHoro ofecnieyers Moxer TIPHBECTH K MHOrHM
PHCKaM: OT [10TepH HaHHbIX K TBOMM BKK4YRTaM 20 GMOKHPOBKM TBOEro yCTpo#ieTsa, rae
YCT2HOBREHH b1t HE neraibHay l'I[’lOI‘P&\.\JMBv He CTOKHT Taixe SasblBaTb, uTo C)’lﬂecﬂye]’
NlerannHLle K GCCI‘UXETHHC HpOl'paM.\!lxl, KOTOpBblE MOXHO nafiTH p CETH.

O nopmare

Cetennuok.pd - 1aop TMaBULIE COBETUMK B ceTm. 3pech Ta( MOXEWs y3Haty o
Gesonacuoc B cern TORATHAIM H NOCTYNHEM A3bIKOM, a NP BOIHHKHOBEHHH KpHTHUeCKol
CHTYBUHH O6paTHTBOA 3a.coBeToM, A TaIOKe NPHKAT yuacTHe B Komxypeax g CTaThb cambM
LHGPOBEM rpananmuom!
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Mpunoxenne No2, Hudopmaunonnag NAMATKA A% 06y uatowmuxes gan PasMeutcHus na
opHUNATLHBIX I/lu‘repue-r-pecypcax

(o] KauureM rogom Monoxexu p HHTepHeTe CTaHOBHTBCS Goane, 8 WKONMbHHKH OIHK H3
CambIX AKTHBHBIX nosm3oBarenes PyHETa. Me)xny TEM, NOMHMO OrpomHoro KOJIHYecTBa

BOIMOXHOCTeH, HHTepHET Hecer u npobaemsl. Ita namstka gomksa noMous Tebe Gesomacno
HaXOmUTHCH B ceTy.

Komnvromepuuie supycer

HBHHBIE, NOIKOHTPOMbHEIC MONL30BATEMO, OT HMeHy KOTOPOro Gsi1a 3amymena 3apaéHHas
NIPOrpaMMa, a Taxie nospesnts Hny AZKE YHH{TOKATL Onepaunonnylo CHCTEMY €O Bcemu
datinamu B uenom. B SonptunncTse cnyyacy PACIPOCTPAKAIOTCA BHDYCH vepes HHTCpHeT,

MCTOAEI 3aIIHTEI OT BPEAOHOCHBIX nporpamm:
s

Hcnonbay#t copemennmie ONEPALHOKHbIE CHCTEMR, AMeromue CEPBEIHBIN YpoBeHs
3aMHTLI OT BPEAOHOCHBIX mporpama;

2. IMocTosnno yCTanasnusak nayry (uudposrie 3annaTkH, KoTopbIe ABTOMaTHYecKy

TBOCM NEPCOHANBHOM KoMnbioTepe;
4. Ucnonpayn ARTHBHPYCHEIE NpOrpaMMuble TPORYKTHI M3BECTHBIX TponsBoauTENeH, ¢
BTOMATHYECKHM OGHOBNeRMeN 6Gas;
Orpannus, Guanveckni A0CTYN X KOMIIbIOTepY fng TNOCTOPOHHKX AHL;
6. Hcnonsayit sreimmye HOCHTENH uHdopmaurH, Takme Kax dnewxa, auck un daiin u3
HHTEDHETA, TOILKO H3 npodepensbix HCTOYHHKOB;
7. He OTKphiBak KOMNBIOTEpHEIE Gadiner, nony<eHuble u3 HEHANEXHBIX HCTOYHMKOB,

Haxe Te daringr, KOTOpEIe npucnan Teoj 3HaKoMbiA. Jlywme yrouuy Y Hero,
OTNPABASI TH OH Tebe ux.

w

Cemu WI.FI

Wi-Fi - 3710 ye BHA NCPENayy Lanibix, e TEXHONOrHs, a Beero 6peng, Mapka. Eue
8 1991 rony mmuepnanncxas KOMMaHA 3aperncTprposana Gpena «WECA», uro o6o3xagano

Ho samero BPEMCHU nomma npyrag a66pesuarypa, KoTopas smnsercs Takoft xe
TeXHONOrueH. Jto aGGpeBHaTypa «Wi-Fin. Takoe Hassanne Guno nano ¢ HamexoM Ha CTaHaapt
BLICLIKH 3BYKOBOM Texnuky Hi-Fi, wro F1epeBOAC O3HaYAET «BbIcOKas TOYHOCTEN.

Ja, 6ecnnatusi HHTCPHET-ROCTYN B Kade, ote
BO3MOXHOCTLIO BhiXona B HuTEpHeT. Ho MHorue akcne,
* Fi cetn ne annmores Gesonacubmvu,

X M a3ponoprax smnserca OT/HtHOR
PTbI CYHTAIOT, YTo obmenocTynume Wi.

Coserst no Gesonachocry pabore g obwenocTynbix cerax Wi-fi:
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UPHHTEPaMY. Nlawnax dysixuns 38KphITa M0 yMomuanmio, ogmaxo REKOTOpbIe
TIONIB30BAYENH aKTHBHDYIOT e& Ay yA06cTBa HenonB30Bannsg B pabote i yuese;

X, Hanpumep mng

5. HMnonssyit tonpko 3aLUMUIEHHOE cocanHeHne uepes HTTPS, a we HT TP, T.c. npu
Habope pe6-anpeca BDOIH HMEHHO hitps://»;
- 6. B mMoBumsuom Tenedore  oTkmoun ynxomo «omkmonenne x Wi-Fi

aBToMatAyeckuy. He gonycka aBTOMATHYECKOr0 NOAKMOYeH 1S YCTPOHCTBa K cetay
Wi-Fi 6e3 Teoero corsiacus.

“ Coyuanivusie cemu

. Cotmanssisie cety axruppo BXOMAT B Hallly %w3H, MHOrMe miogy Paboraot u xusyr
*TaM NOCTOSHAG, a B Facebook Y€ 34perHCTPHpOBAN MKnTHapy HeN0BeK, YTO ABIsETCR OAHOK
" CEABMON BCEX KHTeneH TIaREeThI. MHOFHe NONb30BaTeny HE nOHHMalOT, qTo HH@DPM&I!H}I,

pasm'cmem-ian HMH 8 COLHaNbHBIX CETAX, MOkeT (15473 Halinera H MCHONL30BaRa Kem }’I‘OIIHO, B

- OcHosHzte copetsr 1o 6Gesonacrocty » COUHAILHBIX CeTax:
| ¢ 1. Orpauusp crmcox Apysed. V teGx g APY3bsX HE HOMKHO GyiTh Cyvaituerx u
$ HE3HAKOMBIX moneit;

2. 3awmwai cuoio “aCTHYIO n3up. He YXaselBai naponu, Tenedoms, anpeca, nary
TBOETO poXmeHHS ¥ “PYTYIO AHuRYIO Muopmanmio, 3noymbnnnexnmky MoryT
HCNOBb30BATE Rae MHopMamo o TOM, KBK Thl M TBOH pOmMTenH NIaHKpyere
TIPOBECTH KaHHKyMbI;

3. 3ammigai ceoro PENYTAUHIO - XepXH ee B yncToTe 1 3anasai ceSe Bonpoc: xoten 6
L, WTOGhI ApyrHe noas3osateny BHIEMH, YTO Thl 3arpysxaerns? Honymati, npexe
1M 4T0-T0 ony6ukosars, HaNuCath 4 3arpyants,;

4. Ecnu 1ol FOBOPULLL C MoabMH, koTopLIX fe 3HACLIB, HE HCNONB3YH CBOE peansHoe
MM #IpYryIo muunyio HHDOPMALKK: ums, MecTo KUTENBCTBA, MeCTO ywefp y

K OaHOMY MECTY, a He BO Bce cpazy.

Onexmponnsie denvay

OneKTpoHHLIe Renpry — STO 0YeHb YAOGHBN criocof atexet, oanako Cywecrsyror
. ' MOWEHHUKH, koTopsie xorsT TOTYSHTE 3TH peHbry,

BnexrpOHmue OEHbIy TNIOABHMCEH COBCEM HejapHO

) ¥ HMEHBO M3-3a 3T0ro0 8o MHOTHX
. rocyriapeTeax no cix TOp He mpomicano npo wux 5 3axomax,

*
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Taxke crexyer pasnuuars SMCKTPORHbIE (DHATHBIE AeHbry (PaBHE! rocyRapcTBennbm
BAMOTAM) K INEXTPOHHIE HedHaTHe HCHbIR (He PaBHbI rOCY NAPCTBERNBIM BaTIOTam).

BIIIOYaIOT B ce6t CTPOwHBIE 1 TIPOMUCHIE GyKBbl, WHPPEI H HeckoMbKo CHMBOIOB,
TaXHE KaK 3HaK Zonapa, dyua, BOCK/THUATENbHBIA 3HaK H T.17. Hanpuwmep, $tROng!;;
4. He 8BORM cooW e AHHLIC Ha CAHTAX, KOTOPEM He A0BEpSEmS.

Onexkmponnan noyma

NONYYeHRIO BJ]eKTpOHHBlX COO6!]1€HPII7{, KOTOphIe pacnpenensiorcs B KOMHbI’OTCPHOﬂ CeTH.
O6sr4mo UIEKTPOHKBII MOYTOBRIH AUWNK BBITISANT cnenyromum obpaszom;
um_nonbaosaTenx@HMX_nomena, Taxke Kpome fepeaatH  mpocToro rexcra, HMeeTcR
BOIMOXIIOCTE nepenasats gasing,

OcHosuble cosets! no 6e3onacrnod pabore ¢ 3NEKTPOHHON NoYTOH:
1. Hano BEIGPATD (1pABHBHLIf f10'(TOBbIK cepauc. B MHTEPHETE eCTh OrpoMHbIH BBIGOp

TePBEIA B pefiTure;

2. He yxassisaif 3 NHYHOM NOYTe MHunyIo urGopmanmo, Hanprmep, nyume BRIGpars
«MY3BIKATBHEIN _(aHat@y wn «pox2013» BmecTo «Temally;

3. Hcnomsayii ABYX3TalHYIO aBTOpU3ALMIO. 310 Korma [OMHMO Napons HyxHO BBOIHTS
KO, mprebLtaemifi no SMS;

4. Bwiepn cnowcani 12poab. ns xawnmoro fIONTOBOrO AiUuKKa nonKen Gorrs CBOY
HaleXHbIH, YCTOMUHBE] K B3n0My napons;

5. Ecnu ects BO3MOXHOCTH Hanucary, CaMOMy CBOH JTHYHEI BONIPOC, HCnons3yi 3Ty
BO3MOXHOCTE;

6. Hcnomsyi HECKONBKO NOYTOBEIX fuMKoB, Tlepsifi s wactuon TIepenuckn ¢
AIpecaTaMy, KOTOpuIM Th Aonepsews. 910 anexTponnsi ampec He wago
Henonb30BaTh npy PErHCTpPauiy Ha dpopymax 1 cafirax;

7. He orxphisan datinm u APYVME BNOKENHS B MHcbmax AdxKe eciu OHy NpHUY 0T
TBOWX Apyseit. Jlywure YTOURH ¥ HHX, OrpaBasiay qu OHH Tebe 3Ty dannsr;

8. Mocne oxonvanng Pa6oTl Ha nowrooy CepBHCe nepen sakpaiTHem BKJIanKH ¢
caiitom xe 3abyne Haxars ga «BaiitTiy,
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Kubepbynrunz 1ay supmyansnoe usdesamensemgo

KubepSynnuur — npecaenonanne coobmennamy, Coaepxalumy Ockop6enus,
arpeccuio, 3anyrusauue; XYMHIaHCTBO; coumnanboe 6oﬂxomposanue © MOMOmBIO pasmankrx
HHTepHCT-CchHCOE.

OcHoBHble copery no 6opsbe ¢ Ku6epGynnnnron:
L. He 6pocaiics » Got. Jlywwnp €nocob: NocoseToBaThey Kak cc6s BecTn u, ecy HeT

2. Vmpasnsit caoest mﬁeppenyralweﬂ;

3. ARORRMHOCT, B CeTH MHuMas, Cywecrsyior cnoco6yr BBUICHHTY, KTO crout 3a
BHOHKMHbIM akKayHTOM;

4. He cront pecty XYTAraHCKkmi oGpas BHPTYANbHOH Mu3ny. Mutepner bukcnpyer see
TBOU 2eHCTBHA U coXpanser wy, Yaanuts wx 6yner Kpajite 3aTpyAHUTENbHO;

S. Cobmonaii CBOH BHPTYansHyio yecry cMonony;

6. Ursopupyi CIMEAYHEN  HeraTup, Onropazosrie OCKOPOHTEMLHEe c006menus
JIY4IUE HIHOPKPOBaTE, O6k1uro @rpeccus npekpamaercs na HauanbHON CTammy;

7. Ban arpeccopa. B nporpaumax 06MeHa MrHOBeHHbIMY CcoobueHU MK, B COUHanbHpix

" cemax ecrs BO3MOXHOCTb Gstokupopky OTnpask# coo6mennii ¢ onpenenernpix
anpecou;

8. Ecnn 1y CBHIETENs  KubepGynmuura, Tsou  neitcrens: BBICTYNHTL  nporyg
TpecienoBatens, moxasary CMY, YTO ero peicraug OUEHHBaIOTCY HeraTusHo;
mongepxkars epray, KOTOPO#  HyxHa neuxonorayeckas oMo, ¢oo6uuTs
B3pocnsmm o daxte arPECCHBAOIO nosegenns s cery,

Mobunouuiii meneghon

CoBpemenngpie CMAPTOOHBI ¥ mpapery COnepXaT B cebe Bmomme B3pOCHELT
"GyHKnHONAN, y Tenepe OHKH Moryr KORKypuposath cg CTalHOHAPHENMY KOMIIbOTepayy,
Ouznaxo, cpeacrs SAWIHTEL IS 110406HL1X YCTPOKCTB Noka ovews mano, Tectuposanye y noxck

YAIBMMOCTER B fux DPOHCXOUMT He Tak HHTEHCHBHO, Kak g TIK, 10 xe camoe Kacaercs u
MOGHABHEIX TIPHOMEn U,

OIHAKO pacmmpenue dyBKuMOHana BICYET 33 cofop Gonburyro CIOXHOCTE y MEHbIy10
3AIMHWEHHOCT,

IIQJICKQ He Bce HPOHBBOHHTCIIH BbINyCKaloT OGHOBIIeHKﬂ, JEKPHBWOLIIHC Kpmue(:kﬂe
YAIBHMOCTH 18 CROMY Ycrpo#icts.

Ocrosrzle copers; Qs GesonacrocTy MOGunbHOro Tenedona:
1. Hudero we seagercy 1lo-HacToswmeMy Gechnaripyy Byns OCTOpOsKeH,

INaTHsIe yCmyTy;

2 Hyman, npexue yen OTnpasuty SMS, OT0 Wnu Bugeo,
6yayr n KOHEYHOM HTOre? :

3. Heo6xonmumo o6nosnsTy onepanuoxnyio CHCTeMY TBOGrQ cMapTdona;
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5. He 3arpyxait IDHIOKEHKS OT HEH3IBECTHOTO HCTOYHHKA, BEb OHH MOTYT conepxarts
BPELOHOCHOE NIpOrpaMMHoe ofecncuenue;

6. Tlocie Toro Kex THl Bulizews c cafita, rie BBOLHA THYHYI0 HHGOpMauHIo, 3aliy B
HacTpoiiky Opaylepa u ynanu cookies;

7. Ilepuomu4ecky npoBepsii Kakue MIATHbIE YCTYrH AKTHBUPOBAHA! HA TBOEM HOMepe;

8. MNasali cBOM HOMep MOGHBHOTO TenedoHa TONLKO MIOARM, KOTOPBIX Thl 3Haels
KOMY NOBEPACLUb;

9. Bluetooth momken GbiTs BBIKIIOYEH, KOFA2 Thl MM HE MOMb3yewscs. He 3aGbigalt
HHOTAa NIPOBEPATD 3T0.

Online uzpvt

COBPGMCHHMC Ol{nﬂﬁﬂ-Hl‘pM — O9TO KpacOYHhIe, 3axXBaThIBANOLIHE PasB/IeYEHHH,
06beauHSTOWHE COTHR THICAY YENOBEK 110 BoeMy Mupy. MIrpOKH HCCNERyIOT NaHHBIA MM MHp,
OBAI0TCA APYT ¢ APYrOM, BBINOANAIOT JALAHUS, CPAKAIOTC C MOHCTPAMH W TONYYAIOT OMbIT.
33 YIOBORKCTBHE OHW MUIATAT: MOKYNAIOT JHCK, OMUIAYMBAIOT AGOHEMEHT un npuoSperaior
K&KHE-TO OMUKH,

Bee otm cpenctsa uayT Wa moanepwanue u Pa3BHTHE HIPBI, & TAKXE Ha caMy
Be30MacHOCTE:  COBEPIUCHCTBYIOTCA  CHCTEMEI ABTODHIAUMH, BBIIYCKAIOTCA HOBHIE MaTwH
(undposie 3araTkK A% nporpamm), 3aKPHIBAIOTCS YA3BHMOCTH CEPEEPOB.

B nomo6usix HIpax CTOHMT OMNAacarThes He CTONSKO CBOMX CONEPHUKOB, CKOMNbKO KpaxKu
TBOErO Napojis, Ha KOTOPOM OCHOBAHa CHCTEME ABTOPH3aUHH GonbKHHCTBA HIp. '

OCHOBHBIE COBETHI 110 Be30MacHOCTH TROERD HIPOBOTO 2KKAyHTa;

1. Ecnu npyro#t wrpox seneT ce6a nnoxo iy cossaer Tebe HENPUATHOCTH, 3a6N0KupyH
er0 B CITHCKE HIPOKOS;

2. INoxany#tes anmMuHUCTpaTopam WPl Ha [10X0€ NOBEACHWE 3ITOTO HIPOKA,
KENATE/LHO MPHIOXKHTD KAKHE-TO JOKAIATE/TLCTBA B BHAE CKPHHOB,

He yxasuipa#t tuanyio undopmaunio s upodaine urpsr;

YBaail APYriX y4aCTHHKOB 110 HIpe;

He yctanasnusait neopuusanbhbie narau n MOZIBI;

Hcnonsayit cnoxubie 1 PE3HEIE NTAPOITH;

Haxe BO BPEMA HIPBI HE CTOHT OTKMIOHATH anTHBHpyC. IloKa Tsl urpaews, Teok
KOMIIBIOTE MOTYT 3apasuTh.

3

Shavkane i

Puwaunz unu Kpaxcea auunbix dannsix

OBbrunoii Xpakell ZeHer W ZOKyMeHTOB ceromus y*€ HHKOrO HE yNMBMIND, HO ¢

PA3BUTHEM HHTEDHCT-TCXHOJIOTHA  3NOYMBIILICHHHKH TIEPEMECTHNHCh B HHTEPHET, H
TPOAOKAIOT 3AHAMATLCS «IHOGHMBIMY aenoM.

Tak nossunace HOBax yrposa: HHTEPHET-MOWEHNHYCCTBA MK I'I)KLUHHI', TNaBHas nensb
KOTOpOro COCTOHT B NONYYCHHH KOH¢HACHHH8J’H>HMX LaHHBIX MOMb3OBaTeNnef — JIOTHHOB H

naposei. Ha anrauitckoM s3sice phishing untaercs kax duumnr (or fishing — pri6uas nosss,
password — niapons).

OcHoeRbIe coBeTH NIO 6opsbe ¢ huumnrom:

I. Cnean 3a comm akkaynToM. Ecmu Tel nomospesaews, 4To Tmos aHkeTa GbLia

B3/IOMaHa, TO HeobXouUMO 3a6nokHposaTs e u cooBumTh 2IMHHKCTpaTOpam
pecypca o 3tom kak Moo ckopee,
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2. Wcnomesy#t Gelonacksle seG-caiiTel, B Tom YHMCNe, MHTEPHET-Mara3HHOB H
TIOMCKOBBIX CHCTEM;

3. Hcrioms3yf crioxsie u pasisic napons. Taxum o6pa3om, ecnu Te6a BITOMAIOT, TO
3MOYMBILITICRHHKH 10y 4aT JOCTY TOMBKO K OLHOMY TBOEMY NPO(IITIO B CeTH, a He
KO BCeM;

4. Ecnu TeBs B3nOMaNM, TO HEOOXOMAMO MPEAYNPEAHTL BCEX CBOMX 3HAKOMBIX,
KOTOpsie 10GaBIeHb! y TcOs B APY3bAX, O TOM, HTO TeGA BITOMANH H, BO3MOXHO, OT
TBOETO UMCHY ByAET PacCLLIaATLCH CNAM H CCBUIKH Ha HUIMHTOBBIC CaRTEY,

5. YcTaHOBM HamexHsIH naposs (PIN) na MoGHbHLIA Tenedon;

6. OTwmodH coxpaHenue napons s 6pay3epe;

7. He oTkpblBafl QaiinLl n Apyrue BROMEHUS B TUCHMAx LAXKE €CNH OHW NPHLWIM OT
TBOWX Apy3ed. Jlyuie yTouny y HEX, OTNPABNATA MM OKH Tebe 3TH datie,

Lugpposas penymayus

Lndposas penyrauns - oto weratnsHas uam NO3HTHBHAL MHPOPMALMS B CETH O Tebe.
KomnpomeTnpyiowas ungopmaums pasmewensas s HHTCDHETE MOXET Cepbe3HbiM 06pazom
OTPa3HTLCA HA TBOCH peanvhoi xH3uM. «Lludposan PEMyTAUHA» - 3TO TBOH MMHIX, KOTOPbI
Gopmupyeres n3 mHpopMauus o Tebe HHTEepHETe.

TBoe mecTo xuTenbcrsa, yuen, Taoe HRAHCOBOE NONOKEHHE, 0COBEHHOCTH XapakTepa
H pacckasnl @ 6an3knx — BCE 3TO HAKAINIMBHETCA B CETH.

MHor#e MOUPOCTKY JIETKOMEICTENHO OTHOCATCH K nyGnukaunk nuuHok MRdopMauuy B
WnTepHeTe, He MOHMMAs BOIMOXKHEIX NOCAeACTBHH. Thl JaKe HEe CMOXKEINb AOTafaThes O TOM,
4T0 hoTOrpadus, pasmeneHnas 5 ner Hasaz, crana NpHYMHOA 0TKA3a MPHHATE Te6a Ha pabory.

KomMeHnTapun, paimewesic TRoux ¢otorpaduit 1 apyrme meficTeha MOTYT He
MCHEHYTL AaXC mOCAe TOrO, KOK Thi WX ynanuws. Til He 3aemb, KTO COXpAHHA 3Ty
WHGOPMRLIHIO, (IONANA JIM O11d B [IOHCKOBHIC CHCTCMbI # COXPAHHNIACh JIH OHa, & [NABHOE: YTO
TOAYMAIOT 0 TeGe OKpYKalOWiee MOAM, KOTOpbie HBAIYT W yBMAAT 370, Hafitn undopmanyio
MHOFO JIET CHYCTS CMOWET MOGOH - Kak W3 NOOPHIX NOGYMIEHHHE, TaK W ¢ HaMepeRnem
TPHYHHKTS BPEA. DTO MOXKET GbiTh KTO YrOHO.

OcHOBHLIE COBETBI N0 3amUTE uudpoBoil penyTaumnm:

1. Toxymait, npexne uem uto-to ny6nukosath H liepenasath y cefs B Gnore wy 8
counansHol cety;

2. B uactpolikax npopms YCT2HOBY OTPaHK4EHHA HA IPOCMOTP TBOETO NPOdHIS M ero
COREPXHMOrO, CAENal ero TONMbKO «A1s APYIEH»;

3. He pasmewait u ie ykasomai HH(OPMALHIO, KOTOPasK MOXKET KOro-1u6o ockop6sTs
UK o6HKaTs.

Asmapckoe npaso

CobpeMeHIbIe  [UKOMBHEKM-  aKTHBHbE MONHIOBATENH undpoBOro  mpocTpaxcTaa.
OmHako AaieKo He Bee 3HAIOT, YTO NOlBIONAHHeE MHOMHMK BO3MOXHOCTAMH LMppoBOro Mupa
TpebyeT cobnionerus npas xa HHTCNIEKTY b AYIO COBCTBERHOCTD.

TepMHH  HHTENTCKTYalbHAS COBCTBEHROCTEY OTHOCHTCA K PasNMYHBIM TBODEHHAM
9EIOBEYECKOrD yMa, HAYHAA C HOBLIX M30GpPETeHH H JHaKoB, obo3ravaloumx coberaennOCTS

Ha TPONYKTBI W yYCHyr# , u 3akaHumpas Kauramy, otorpapusmu, KHHOQMIbMAaMy 1
MY3BIKaNLHBIMHK TNPOH3BEACHHAMH.





 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 




 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

